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KiVi 2014, Eindhoven 
Interaction research - standardization 
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Extensive research  
on a specific topic 
E.g. routing in ad hoc networks  
§  Common pattern 
Research based on standards 
E.g. DYMO evaluation/
extensions… 
Standardization: engineering approach, 
building upon mature research results 
E.g. IETF MANET group 
•  New features 
•  Performance studies 
•  Comparison with 
alternatives 
•  Usage of standards to 
explore new 
opportunities 
•  … 
§  Today: applied to Internet of Things 
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Today 
INTERNET of THINGS (IoT)  
= everyday physical objects connected 
 to the Internet able to identify 
 themselves to other devices 
data created by PERSONS ➔ data created by THINGS
Today 
Heterogeneous objects (sensors, actuators…) reveal 
information about the physical world, inject it into the virtual 
world (Internet) where it can be used as input to services, 
which can act again upon the physical world. 
= Uniquely identifiable things with a virtual representation 5 
Today 
Tomorrow 
The Internet of EVERYTHING 
people 
data 
process 
things 
IoT 
IoE 
Internet of Everything 
Networked connection of people, things, data, and process 
INTERNET of EVERYTHING (IoE)  
=  networked connection of people, 
 things, data, and process 
=  intelligent decisions 
A little history of IoT progress 
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Radio-frequency identification 
•  Equip objects with tags, read 
radio tags, identify and inventory 
•  First use of IoT (1999) 
Internet of Things (IoT) 
•  One device = one IP address 
•  Internet-based device access: 
operator = transport network 
•  Direct interactions, flexible 
applications  
over multiple  
communication  
technologies 
Machine-to-machine (M2M) 
•  One device = one SIM card 
•  Operator managed access + 
communication through 
server 
 
Many standards 
within verticals!
A little history of IoT progress 
§  Internet integration: from proprietary stacks... 
 
 
§  … to IP-based integration 
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“Success in extending IP functionality to literally billions of devices 
absolutely requires a framework of standards that defines the 
necessary technology ecosystem”  – CEO Sensinode – 
Importance of open standards in IoT 
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IoE 
What will it take? 
…to Open Standards 
From Proprietary Standards... 
Today 
Importance of open standards in IoT 
13 
IoE 
What will it take? 
…to Open Standards 
From Proprietary Standards... 
•  Still many different 
standards within verticals 
•  Upcoming IoT initiatives 
Today 
Importance of open standards in IoT 
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IoE 
What will it take? 
…to Open Standards 
From Proprietary Standards... 
The Internet runs on IETF 
protocols: IP, TCP, HTTP… 
 
Trend towards all-IP,  
also for constrained devices 
 
Trend towards web services 
 
 
  
Will play/plays a 
major role in IoT 
Importance of open standards in IoT 
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IoE 
What will it take? 
Open standards for 
constrained devices 
…to Open Standards 
From Proprietary Standards... 
92KB flash 
8KB RAM 
802.15.4 
6LoWPAN 
UDP 
CoAP IETF  
CoRE 
IETF RPL 
IETF 6LoWPAN 
IEEE 
Importance of open standards in IoT 
§  Standards tailored to constrained devices  
(focus on IETF) 
§  Physical layer:  
§  IEEE 802.15.4 
§  Network layer: integration in IPv6 world 
§  IETF 6LoWPAN: IPv6 over Low power WPAN 
§  IETF ROLL: Routing over Low power and Lossy 
networks (LLNs) 
§  IETF CoRE: Constrained RESTful Environments 
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Importance of open standards in IoT 
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IoE 
What will it take? 
Open standards for 
constrained devices 
…to Open Standards 
From Proprietary Standards... 
92KB flash 
8KB RAM 
802.15.4 
6LoWPAN 
UDP 
CoAP IETF  
CoRE 
IETF RPL 
IETF 6LoWPAN 
IEEE 
IETF Roll group 
§  Building routing solutions for LLNs 
§  Energy-efficient, limited link-layer frame size, limited 
RAM/ROM usage, other communication paradigms (e.g. 
multipoint-to-point)… : 
§  IPv6 Routing Protocol for LLNs (RPL) 
§  Optimized for traffic to or from roots/sinks (multipoint-to-
point + point-to-multipoint support) 
§  Characteristics: 
§  Create Destination Oriented Directed Acyclic Graphs (DODAGs) 
§  Destination Advertisement Objects (DAO) for downward routes 
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existing protocols? 
RPL: Upward routes and DODAG 
construction 
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DIO link-local 
multicast (DODAG 
Information Object) 
SINK = DODAG root 
Parent selection: 
•  Uses objective function 
•  Based on link quality: 
ETX metric 
Parent switching possible 
Listen for DIOs 
Select parent 
Add mobility support to RPL 
§  Why?: ITS use case  
“vulnerable road users”  
§  RSU = sink, users = sensors 
§  “Collect” presence 
§  Energy efficient, look at 
sensor protocols 
§  RPL:  
§  Reacts on topology changes 
§  Too slow for real mobility support 
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Importance of open standards in IoT 
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IoE 
What will it take? 
Open standards for 
constrained devices 
…to Open Standards 
From Proprietary Standards... 
92KB flash 
8KB RAM 
802.15.4 
6LoWPAN 
UDP 
CoAP IETF  
CoRE 
IETF RPL 
IETF 6LoWPAN 
IEEE 
IETF CoRE 
§  Success of today’s Internet? Web services 
§  Not suited for constrained networks/LLNs 
§  Constraints, different interaction models (short exchanges, 
sleeping nodes…) 
§  Embedded counterpart needed 
§  è IETF CoRE group: design of an application 
transfer protocol that realizes a minimal subset 
of REST along with resource discovery, 
subscription/notification and the use of security 
measures 
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Note: Representational state transfer (REST) 
Transfer of the representation of resources 
Typically: HTTP (GET, PUT, POST, DELETE) 
IETF CoRE - CoAP 
§  Constrained Application Protocol (CoAP) 
§  Embedded version of HTTP 
§  Features: 
§  Asynchronous transaction model 
§  UDP with reliability and multicast support 
§  GET, PUT, POST and DELETE using URIs 
§  Small, simple header: 4 bytes base header + TLV options 
§  Mapping to HTTP possible 
§  coap:// scheme 
§  Optional observation, block transfer and resource discovery 
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IoT standardization: IETF CoRE 
§  CoRE = Constrained RESTful environments 
§  Design of Constrained Application Protocol (CoAP) 
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CLIENT 
SERVER 
/s/t 22.5°C 
200 OK 
text/plain 
22.5°C 
GET /s/t 
CoAP architecture 
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§  Goal: provide RESTful access to resource constrained devices 
§  Similar to HTTP (get, put, post, …) 
§  Suitable for direct end-to-end communication between constrained 
devices 
CoAP example 
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CoAP Client CoAP Server 
GET /.well-known/core 
2.05 "Content" 
</s/t>;rt="TemperatureC";if="sensor“, 
</s/l>;rt="LightLux";if="sensor" 
GET /s/t 
2.05 “Content”  
23.5C 
Resource /.well-known/core  
used for resource discovery 
Result = collection of resources in 
“application/link-format” 
•  URI reference 
•  Target attributes: describe 
information  useful to access 
the resource 
 
è coap://[IPv6_sensor]/s/t exists 
CoAP Observe option 
§  Client can register 
interest for having an 
always fresh 
representation of a 
resource: send request 
with observe option 
§  Notifications upon 
§  Every state change of 
resource 
§  When max-age expires 
(for freshness) 
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Get/.well-known/core 
2.05 “Content” 
<s/t>;rt=“TemperatureC”;if=“sensor”, 
<s/l>;rt=“LightLux”;if=“Sensor” 
GET /s/t 
Observe: 10 
Token: 0x4a 
2.05 “Content” 
Observe: 12 
Token: 0x4a 
Payload: 22.7C 
2.05 “Content” 
Observe: 21 
Token: 0x4a 
Payload: 23.4C 
(Resource  
Discovery) 
(Registration) 
(Notification) 
(Notification) 
Server Client 
CoAP Observe Limitations 
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Client Node (also Acts 
as Gateway to HQ) Pollution Control HQ Air Quality Sensor 
Possible scenario 
•  Collect data every 30 minutes 
•  If threshold exceeded, monitor 
every 5 minutes 
Possible solutions 
•  Polling 
•  Observe: collect ALL values and filter  
è not efficient 
E.g. Air Pollution Monitoring 
CoAP Conditional Observe option 
Get/.well-known/core 
2.05 “Content” 
<s/t>;rt=“TemperatureC”;if=“sensor”, 
<s/l>;rt=“LightLux”;if=“Sensor” 
GET /s/t 
Observe: 10; Condition: T: >, V:23 
Token: 0x4a 
2.05 “Content” 
Observe: 12 
Token: 0x4a 
Payload: 22.7C 
2.05 “Content” 
Observe: 21 
Token: 0x4a 
Payload: 23.6C 
(Resource Discovery) 
(Registration) 
22.7 (Initial Notification) 
23  
(Criteria not met. No Notification) 
23.6  
(Criteria Met. Send Notification) 
Client Server 
Evaluation: Cooja 
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CoAP server 
on sensor 
100 Pseudo Random Numbers  
between 20 – 29 (Avg. 24) 
Client: cond. observe with 
condition “All Values Greater” 
0-5 Intermediate  
Nodes 
2.05 
2.10 
2.15 
2.20 
2.25 
2.30 
2.35 
2.40 
0 1 2 3 4 5 
Po
w
er
 C
on
su
m
pt
io
n 
(m
W
) 
Number of intermediary hops 
Average Power Consumption vs Hop Count 
Normal observe 
Cond. 29C 
Cond. 25C 
Cond. 20C 
§  Can greatly reduce traffic compared to observe + client-side filtering: 
§  Strongly dependent on the use case (and thus the conditions) 
§  More extreme conditions (e.g. alarms) are best  
§  Implementation on very constrained device feasible 
7-13% increase battery life (AA lithium) 
Almost RFC 
30/03/14 31 
§  Primary advocate for IP networked 
devices  
§  Non-profit association of more than 
60 members 
§  IPSO Application framework: 
§  REST interfaces for smart objects on top 
of CoAP 
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§  OMA Lightweight M2M (LWM2M) 
§  Efficient Device-Server interface 
based on open IETF standards  
§  Standard published December 2013 
30/03/14 33 
Interoperability testing ongoing 
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4th Plugtest : March 7-9, London 
Co-organized by ETSI, the IPSO Alliance and OMA 
Zigbee IP Specification 
§  “ZigBee Alliance member companies recognized the 
need to develop a ZigBee-based IP stack to 
complement the efforts within IETF” 
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“Some optimizations are simple, such as 
the use of UDP instead of TCP and moving 
from HTTP to Constrained Application 
Protocol (CoAP) to reduce messaging 
overhead.” 
“Compressing headers using new formats 
such as CoAP is a more battery-friendly 
approach.” 
Skip Ashton, Chair of the ZigBee Architecture Review Committee 
2010-03 
IETF CoRE founded CoAP final OMA LWM2M spec 
Zigbee IP spec. 
… 
2008 
Founded 
Only networking 
Plugtest 1 Plugtest 2 Plugtest 3 Plugtest 4 
NOW 
03 11 03 06 08 11 12 03 
2012 2013 2013 2014 
ARM acquires  
Sensinode 
2008-10 
iMinds IoT contributions 
05 
5 patent applications targeting more efficient 
 use of IoT devices and higher-level intelligence 
building upon IETF CoRE work 
and 3 IETF CoRE contributions 
Towards open horizontal standards
PLUG & PLAY
ROBUSTNESS at scale
configuration
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self
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Health-
care … 
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IP connec ivity 
anu-
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care  
Application enablement 
Reconfigurable technologies 
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Traditional Computing Model
Infinite,bandwidth, 
0 delay
Device
Fog
Datacenter/Cloud
Assumes limited bandwidth, 
variable delay, and intermittent 
connectivity
Assumes limited bandwidth, 
variable delay, and 
intermittent connectivity
IoE Computing Model
Distributed intelligence
Datacenter/Cloud
Endpoint
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